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Abstract

Every year, millions of students enrol in Indian higher education
institutions, generating numerous certificates such as marksheets,
certificates, appreciation cards, and diplomas throughout their academic
journey. For admissions or job applications, students are required to
submit these documents to institutes or companies. However, manually
tracking and validating the authenticity of these certificates becomes a
tedious task. In the era of Al tools and smart editing technologies, the
risk of modifying scores on scorecards or forging someone else’s
documents has increased. Manual document verification is not only time-
consuming but also incurs paper costs and poses challenges to managing
old records. There is a pressing need to address this issue and streamline

the document verification process, ensuring confidentiality, reliability,

and data availability. This paper suggests creating a verification system

based on blockchain technology aimed at preserving data integrity.

Keywords: Blockchain- Manual verification- QR code- Confidentiality-
Reliability- Data availability.
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Chapter 1 - Introduction

INTRODUCTION

1.1 PREFACE

In India, the basic cycle of education involves students being promoted to higher
classes each year. After completing higher secondary education, students seek
admission to junior college. For undergraduate education, there is yet another transition
to a different college, and some may pursue postgraduate studies or opt for job

placements.

However, a significant challenge arises as students need to present all their certificates
at each stage for validation. This manual verification process becomes tedious for
validators, requiring them to meticulously check each document detail against the
original copies they maintain. Moreover, this process involves record-keeping and
incurs paper costs. Another concern is the counterfeiting of documents, which is
prevalent at a mass level. In India, obtaining a white-collar job without academic
credentials is nearly impossible, leading some students with lower scores to resort to

illegal means. Various methods are employed, including:
1) Degree Mills: Where fake degrees are generated and sold to clients.

2) Modified Documents: Involving alterations to original documents, such as changes

1N name or scores.

3) In-House Produced: Involving the creation of fake documents with the assistance of

corrupt officials within institutions.

Even if the documents are genuine, the traditional verification process demands the
submission of documents to the company, leading to a waste of time for the student, the

university, and the company.

To address these challenges and mitigate the issues, blockchain technology emerges as
a viable solution. Blockchain ensures data integrity since the information stored in it
cannot be altered. With this technology, data validation occurs only when a consensus
is reached. Every transaction within the blockchain is interconnected within a chain,
guaranteeing that all participants possess the most recent ledger version. The concept

of a distributed ledger involves duplicating and storing transactional data across
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multiple nodes. Because blockchain operates as a peer-to-peer network, there’s no

reliance on third party providers for transaction validation.

This approach to record-keeping ensures resistance to tampering, with each peer
retaining a complete ledger copy. The incorporation of new transactions necessitates
consensus from the majority of peers or compliance with predetermined rules. This
transformative approach not only addresses document verification challenges but also
revolutionizes the process. By implementing blockchain in the education system, the
need for physical document submission is eliminated. Instead of conventional
approaches, academic certificates and accomplishments find secure storage on the
blockchain, presenting a decentralized and transparent method for institutions and
businesses to authenticate their validity. This not only amplifies security and
operational efficiency but also mitigates the hazards associated with manual document
management, ensuring a dependable and efficient verification process for all

stakeholders engaged.

1.2 MOTIVATION

To address the issue of the distribution and verification of certificates, we
propose a decentralized application that does the digital certificate generation and
certificate verification processes. An effective solution by integrating the concepts of
blockchain, ipfs and QR codes has been proposed. The system saves paper, cuts
management costs, prevents forgery, and provides accurate and reliable information

about certificates. Components

Blockchain technology provides a potential solution to these problems by
providing a secure and immutable way to Digitally verify document. The use of
blockchain for document authentication can help to prevent counterfeiting and protect
document safety by enabling consumers to verify the authenticity of a document with

c€asc.

This project's specific motivation is to develop a practical and efficient product
authentication system using blockchain technology that can be easily implemented by
Owners and adopted by universities and third parties. The proposed system aims to
address the limitations of existing authentication methods by providing a tamper-proof
and transparent way to digitally validate document journey from the university to the

students and companies.
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In addition to addressing the problems of forgery and document safety, the
proposed system also has the potential to provide significant benefits to students. By
ensuring the authenticity of their documents, universities can protect their brand
reputation, reduce the risk of documents tampering, and enhance their relationship with

companies.

1.3 PROBLEM STATEMENT

Universities and Institutes: They have to validate and verify each student's document
and keep records for a longer period of time, and the next issue is the time consumption

for validation

Companies and organizations: The tampering and production of fake or duplicate
certificates is a problem for companies. They have to verify each document from the
respective university, or institute this takes a lot of time to request and verify the

document

The student: has to visit the university personally to attest the document, and they are

also worried about losing or damaging the certificate in the validation process.

1.4 OBJECTIVES

1) To Enhanced Certificate Security

2) To make Efficient Validation process
3) To Generate Digital Certificate

4) To Eliminate Hidden Scams

5) To Reduced Administrative Burden

1.5 SCOPE OF PROJECT

1) Utilizing blockchain technology and QR codes to protection in the digital document
verification process.

2) Ensuring the authenticity of document information by securely storing its complete
source chain and ownership histories within the blockchain system.

3) Preventing unauthorized alterations to document data through robust blockchain
encryption methods.

4) Development of a user-friendly application to facilitate easy access to the

blockchain record of each document, streamlining the verification process for users.
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1.6 ORGANIZATION OF PROJECT

Chapter 1: It gives an Introduction of the project. A blockchain-based digital document
verification system leverages the immutable nature of blockchain technology to
securely authenticate and validate the integrity of digital documents. By anchoring
document hashes onto a distributed ledger, it ensures tamper-proof records, enhancing

trust and reliability in document management processes.

Chapter 2: A literature survey involves conducting a comprehensive review of existing
research papers relevant to a specific project to gain insights into the previous work
done in that field. In the context of a blockchain-based digital document verification
system, this survey would delve into academic papers, journal articles, conference
proceedings, and other scholarly sources that explore topics such as blockchain

technology, digital document authentication, cryptography, and related fields.

Chapter 3: the methodology for executing the project involves several key steps. Firstly,
defining clear objectives and research questions based on insights gained from the
literature review. Next, designing and implementing the technical architecture of the
blockchain-based digital document verification system, including selecting the
appropriate blockchain platform, developing smart contracts for document verification,

and integrating necessary cryptographic techniques for data security.

Chapter 4: we delve into the intricate implementation details crucial to the successful
completion of our project. This section elucidates the methodologies, algorithms, and
technical frameworks employed, offering readers a comprehensive understanding of the
development process. First and foremost, we outline the methodologies adopted during
the development lifecycle, shedding light on our strategic approach to project
management, collaboration, and iteration. This includes insights into agile
methodologies such as Scrum or Kanban, as well as any custom methodologies tailored

to the specific needs of our project.

Next, we elucidate the algorithms utilized to address various computational tasks and
challenges encountered throughout the development process. Whether it be data
processing, optimization problems, machine learning algorithms, or cryptographic
protocols, we provide detailed explanations of the underlying algorithms and their

implementations.
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Chapter 5: In the results and discussion section of the project on organization, the
culmination of meticulous planning and execution unfolds. Quantitative data, such as
timelines met and budget adherence, intertwine with qualitative insights on team
dynamics and stakeholder satisfaction, offering a comprehensive view of the project's
performance. Through critical analysis, key successes emerge, underpinned by effective
communication strategies and agile adaptation to challenges. Moreover, this section
delves into the implications of the findings, highlighting areas for improvement and

offering actionable recommendations to enhance future project endeavors..

Chapter 6: we draw conclusions derived from the culmination of our project. Through
rigorous analysis and reflection, we explore the implications, insights, and potential
future directions stemming from our work, providing valuable takeaways for both

practitioners and researchers alike.
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LITERATURE REVIEW

2.1 INTRODUCTION TO PROPOSED SYSTEM

To address issues in the current document verification process, the paper proposes a
system that automatically generates and verifies certificates, leveraging decentralized
document storage and record-keeping in an immutable distributed ledger such as the
Ethereum blockchain given in [1]. This also enhances understanding of blockchain,
transactions, and data storage in interconnected blocks. If data in any block changes, its
hash is altered, indicating tampering. By harnessing blockchain's decentralized nature,
every certificate issued becomes securely stored within a network of interconnected
blocks, ensuring tamper-proof verification and eliminating the need for centralized
authority. Furthermore, this initiative not only streamlines the verification process but
also serves as a practical educational tool, enhancing understanding of blockchain

principles, transactions, and data storage mechanisms among stakeholders.

2.2 STAKEHOLDERS AND ROLES

Broadly, the system involves three primary stakeholders: students, universities, and
companies as found in [2]. This paper introduces a significant role, the owner,
responsible for verifying and granting permissions to universities and companies to
eliminate fake registrations. However, a pivotal addition introduced in this paper is the
concept of an "owner" entity, tasked with a critical role in the verification process and
the authorization of permissions granted to universities and companies. This owner role
serves as the linchpin for ensuring the authenticity of registrations and certificates,
effectively eliminating the prevalence of fraudulent activities within the system. By
centralizing the responsibility for verification and permission management, the owner
entity adds an extra layer of security and oversight, bolstering trust and confidence

among all stakeholders involved

2.3 ENCRYPTION AND DECENTRALISED STORAGE
The encryption algorithm used for data is AES, as proposed in [3], which also

eliminates reliance on centralized systems for file storage by incorporating
decentralized storage, IPFS. However, a drawback is identified: using the ’document
hash’ as a key, publicly available on the chain, poses challenges in future larger

implementations.
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2.4 LARGE DATA HANDLING

The platform SkillCheck, outlined in [4], awards crypto tokens to evaluators, relying
entirely on blockchain and employing technologies like Ganache, Truffle, and the
Metamask wallet for transactions, simplifying testing. The system efficiently manages
a large number of students with minimal teaching staff. This innovative system relies
entirely on blockchain infrastructure, utilizing specialized technologies such as
Ganache, Truffle, and the Metamask wallet for seamless and secure transactions. By
harnessing the decentralized nature of blockchain, SkillCheck simplifies the testing
process while ensuring transparency and reliability in evaluating student performance.
Moreover, the platform's architecture enables the efficient management of a large
volume of students with minimal reliance on teaching staff, thereby optimizing resource

allocation and scalability.

2.5 COST CONCERNS AND ALTERNATIVE SOLUTIONS

. A potential cost concern arises if documents are converted into binary and stored on
the blockchain compared to the current centralized system. Paper [5] proposes an
alternative, suggesting storing documents in a decentralized manner using IPFS,
enhancing data resilience and accessibility by breaking f iles into smaller chunks
distributed across a node network. Each file is referenced using content-based
addressing, reducing dependence on servers compared to traditional storage systems.
Paper addresses potential cost concerns by proposing an alternative to storing
documents on the blockchain. It suggests using IPFS to decentralize document storage,
breaking files into smaller, distributed chunks, thus enhancing resilience and

accessibility while reducing reliance on centralized servers.

2.6 INTEGRATION OF INSIGHTS

By combining the insights from all these references, a system can be built that utilizes
decentralized storage (IPFS) and the Ethereum blockchain for the verification of
document identity, as detailed in [6]. This paper addresses the problems and drawbacks

identified in the previously proposed methodologies
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METHODOLOGY

3.1 BLOCKCHAIN

It is the bedrock of numerous innovative projects, serving as a steadfast digital ledger
that underpins their functionality. At its core, it functions as an immutable record-
keeping system, meticulously documenting every transaction and event within its
network. Unlike traditional ledgers that are prone to manipulation or tampering,
blockchain operates on a decentralized architecture, distributing copies of the ledger
across a network of nodes. This decentralization ensures that no single entity has control

over the entirety of the ledger, enhancing its security and reliability.

Every action recorded on the blockchain is transparent and verifiable by all participants,
fostering a level of trust and accountability unparalleled in traditional systems. Through
cryptographic techniques such as hashing and consensus algorithms like Proof of Work
or Proof of Stake, blockchain ensures the integrity and immutability of its data. Once a
transaction is added to the blockchain, it becomes virtually impossible to alter or erase,

providing a permanent and auditable record of all activities.

Beyond its role as a ledger, blockchain has the potential to revolutionize various
industries by enabling new forms of peer-to-peer transactions, smart contracts, and
decentralized applications. Its transparent and tamper-proof nature opens doors to
applications in finance, supply chain management, healthcare, and beyond, promising
greater efficiency, transparency, and trust in an increasingly digital world. As the
foundation of countless projects and initiatives, blockchain continues to evolve,
reshaping the way we conceptualize and interact with data and transactions in the digital

age.

3.2 PROPOSED SYSTEM

To address existing flaws in current verification methods, this system introduces an
automatic certificate verification System Design process, complemented by QR codes
for seamless sharing and validation. This ensures authenticated, reliable, and
unalterable data. The following sections provide an in-depth explanation of the system

design and functionality
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3.3 SYSTEM MODEL

The proposed application system aims to combat the increasing Tampering of
documents by utilizing blockchain and QR codes. The system will store the documents
source chain and maintain histories, allowing students to access comprehensive
documents details. QR codes will be used to validate documents and add information,
while blockchain technology ensures the integrity of the stored data, preventing
unauthorized alterations. By leveraging these technologies, the system will effectively

identify invalid documents, enhancing trust and transparency in the educational sector.

Ethereum Network Erantend Users
A E generate, verifies
4 &)  and return dog. status
upload Document
! = q Student
Decentalized storage Metamask
: load original
accept file and i 4 g
Web3 Injector
return ipfs hash g document c &
University
Backend scan QR or upload doc.
to check authenticity
n 0 c manages
@ authentication EEE
‘ React.js - DoQfy ANITT
mongo Company

Figure 3.1 Proposed System Model

3.4 MODULES

1 The Ethereum network

stands as a pioneering force in the realm of blockchain technology, renowned for its
versatility and expansive capabilities beyond simple value transfer. Serving as a
decentralized platform for building and deploying smart contracts and decentralized
applications (DApps), Ethereum has transformed the landscape of digital innovation.
Launched in 2015 by Vitalik Buterin, Ethereum introduced the concept of
programmable blockchain, enabling developers to create complex, self-executing
contracts and applications that run exactly as programmed without the need for

intermediaries. Its native cryptocurrency, Ether (ETH)
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2 Ganache:

Ganache is a personal blockchain software that allows users to create their own
Ethereum blockchain network for development and testing purposes. It provides a local
blockchain environment that runs on the user's machine, allowing for faster and more
efficient development without the need for interaction with the public Ethereum

network.

Ganache serves as a valuable tool for blockchain developers, providing a personal
blockchain environment tailored specifically for Ethereum development and testing.
With Ganache, users can effortlessly create their own private Ethereum blockchain
networks directly on their local machine. This localized environment offers a range of
benefits, notably speed and efficiency, as developers can iterate and test their smart
contracts and decentralized applications (DApps) without the delays and costs

associated with interacting with the public Ethereum network.

One of Ganache's key features is its user-friendly interface, which simplifies the process
of setting up and configuring a local blockchain network. Developers can customize
various parameters, such as the number of simulated accounts, gas limits, and block

times, to closely mimic real-world conditions or specific testing scenarios.

Ganache also provides a suite of powerful development tools and features to aid
developers in their workflow. For example, it offers built-in blockchain explorer
functionality, allowing users to inspect transactions, account balances, and contract
state changes in real-time. Additionally, Ganache seamlessly integrates with popular
development frameworks like Truffle, enabling smooth integration into existing

development workflows.
3 Truffle Suite

Truffle Suite is a development framework for building decentralized applications
(DApp) and smart contracts on various blockchain platforms, including Ethereum. It
offers a suite of tools that simplify the development, testing, deployment, and

management of blockchain-based applications.

The Truftle Suite stands out as a comprehensive development framework tailored for
the creation of decentralized applications (DApps) and smart contracts, particularly on

blockchain platforms like Ethereum. Its multifaceted toolkit encompasses a range of
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tools and functionalities aimed at streamlining every stage of the development lifecycle.
Truffle's arsenal includes features for development, testing, deployment, and
management of blockchain-based applications, making it a go-to solution for

developers seeking efficiency and productivity.

Firstly, Truffle simplifies the development process by providing a suite of development
tools and boilerplate templates that expedite project setup and coding. This includes
scaffolding for smart contracts, enabling developers to focus on application logic rather

than boilerplate code.

Secondly, Truffle offers robust testing capabilities, allowing developers to write and
execute automated tests for smart contracts and DApps. This ensures the reliability and
security of the codebase by identifying potential bugs and vulnerabilities early in the

development process.

Furthermore, Truffle facilitates the deployment of smart contracts and DApps to
blockchain networks, offering seamless integration with popular platforms like
Ethereum. Its deployment tools automate many of the manual tasks involved in
deploying contracts, reducing the risk of errors and streamlining the deployment

Process.

Lastly, Truffle provides management tools that simplify the maintenance and upgrade
of deployed contracts and applications. This includes features for contract migration,
versioning, and interaction with deployed contracts, enabling developers to manage

their applications with ease
4 Metamask

Metamask is a web browser extension that serves as a bridge between the browser and
the Ethereum blockchain. It provides a user-friendly interface for interacting with

blockchain networks and managing Ethereum accounts.

MetaMask is a versatile web browser extension designed to bridge the gap between
traditional web browsers and the Ethereum blockchain. By integrating seamlessly into
popular browsers like Chrome, Firefox, and Brave, MetaMask empowers users to
access and interact with decentralized applications (DApps) directly from their web
browser. One of MetaMask's primary functions is to serve as a user-friendly interface

for managing Ethereum accounts and interacting with blockchain networks. Users can
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effortlessly create, import, and manage their Ethereum wallets through MetaMask,
allowing them to securely store and transact with Ether (ETH) and other Ethereum-
based tokens. Moreover, MetaMask facilitates the seamless execution of blockchain
transactions, providing users with intuitive prompts and notifications to confirm and
approve transactions directly from their browser window. Additionally, MetaMask
enhances privacy and security by safeguarding users' private keys and sensitive
information within the extension's encrypted storage, ensuring a secure browsing
experience. Overall, MetaMask plays a pivotal role in democratizing access to the
Ethereum ecosystem by providing a user-friendly gateway for individuals to explore

and engage with decentralized applications and blockchain technology.
S IPFS

InterPlanetary File System (IPFS) is a decentralized protocol designed to create a peer-
to-peer network for storing and sharing hypermedia content across a distributed system
of nodes. Unlike traditional web servers that rely on centralized infrastructure, IPFS
leverages a distributed network of nodes to store and retrieve content, making it

resistant to censorship and single points of failure.
6 MongoDB

MongoDB is a popular NoSQL database that excels in handling unstructured data and
offers robust scalability and flexibility. Its distinguishing feature is its document-
oriented model, storing data in flexible JSON-like documents. MongoDB's text search
capabilities enable efficient querying and indexing of textual data, empowering users
to perform complex searches across large datasets. With support for full-text search,
MongoDB facilitates the retrieval of relevant information by analysing text fields

within documents.
7 Decentralised Storage

Decentralized storage refers to a method of storing data across a network of nodes,
rather than relying on a central server. In this approach, files are broken down into
smaller chunks and distributed across multiple nodes, enhancing data resilience and
accessibility. Each file is referenced using content-based addressing, reducing
dependence on specific servers. One prominent example of decentralized storage is the

InterPlanetary File System (IPFS), which allows users to store and retrieve files in a
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peer-to-peer manner. Decentralized storage systems offer several advantages, including
increased security, reduced risk of data loss due to single points of failure, and improved
scalability. Additionally, they can contribute to the decentralization of the internet by

providing alternatives to traditional, centralized storage solutions.
8 Ethers.js:

It is a JavaScript library for Ethereum development, facilitating smart contract
interactions and wallet management. It simplifies blockchain transactions, making it
popular among developers for building decentralized applications (DApps) with ease
and efficiency. Ethers.js is a powerful JavaScript library tailored for Ethereum
development, specifically designed to streamline interactions with smart contracts and
facilitate wallet management. Its primary aim is to simplify the complexities of
blockchain transactions, making it an invaluable tool for developers seeking to build
decentralized applications (DApps) efficiently. By abstracting away many of the
intricacies associated with Ethereum's protocol, Ethers.js empowers developers to focus
more on application logic and user experience rather than grappling with low-level
blockchain operations. Its popularity stems from its intuitive interface and
comprehensive functionality, enabling seamless integration of Ethereum-based features
into web and mobile applications. With Ethers.js, developers can harness the potential
of Ethereum's decentralized network without the steep learning curve traditionally
associated with blockchain development, thereby accelerating the adoption of DApps

across various industries
9 React

React is employed for building the frontend, offering users a seamless experience with
features like smooth page switches, fast loading and added features for extra security,

compiling and storing HTML pages in the backend without revealing details to users.

React is a widely-used JavaScript library employed for frontend development,
particularly favored for its ability to create dynamic and interactive user interfaces. It
enhances user experience by providing features such as smooth page transitions, fast
loading times, and additional security measures. One of React's key advantages lies in
its virtual DOM (Document Object Model), which enables efficient rendering of Ul
components and ensures rapid updates without requiring a full page reload. This

contributes to the seamless user experience mentioned, as React optimizes the rendering
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process for improved performance. Moreover, React allows for the creation of reusable
UI components, promoting code reusability and maintainability. Additionally, React
can be integrated with backend systems to compile and store HTML pages without
exposing sensitive details to end-users, thus enhancing security. This combination of
features makes React a popular choice for frontend development, empowering

developers to craft engaging and secure user interfaces for web applications.
10 Node.js

Node.js is a server-side JavaScript runtime environment that facilitates the execution of
JavaScript code outside the browser, enabling efficient and scalable web applica tion
development. It is recognized for its non-blocking, event-driven architecture, enhancing

the responsiveness of applications.

Node.js is a server-side JavaScript runtime environment renowned for its ability to
execute JavaScript code outside of the browser, thus enabling the development of
efficient and scalable web applications. One of Node.js's standout features is its non-
blocking, event-driven architecture, which significantly enhances application
responsiveness. Unlike traditional server-side technologies that utilize a synchronous,
blocking approach, Node.js employs an asynchronous model, allowing multiple
operations to be executed concurrently without waiting for each one to complete. This
non-blocking nature ensures that Node.js applications can handle large numbers of
simultaneous connections without becoming sluggish or unresponsive. Additionally,
Node.js boasts a rich ecosystem of libraries and frameworks, further simplifying the
development process and empowering developers to build robust, high-performance
web applications. Overall, Node.js has revolutionized server-side development by
offering a lightweight, scalable solution that leverages JavaScript's versatility and

popularity.

3.5ENTITIES IN THE SYSTEM

This approach streamlines the verification of document authenticity, guaranteeing both
integrity and originality through the utilization of technologies like blockchain and
IPFS. The Fig illustrates how users engage with smart contracts, involving the

following participants:
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a) Student: The student initiates the process by selecting their university from a list
and uploading the document they wish to verify. Upon completion, the student

receives a documentld for reference.
b) University: The university acts as a Certificate Verifying Authority

e For former students who are not part of the new system: University officials
handle the verification process by selecting the document submitted by the
student and uploading the original digital copy they possess. The system
verifies the data by matching both documents, ensuring authenticity, and
updates the status to verified if data matches.

e For new students: the university simplifies the pro cess by directly generating
verified documents before handing them to students. This eliminates the need
for students to undergo additional verification steps. After verification, an
email is sent to the student, including the documentld, hash, and a QR code

embedded in the document for easy reference and validation.

c) Company: Companies, as end-users, play a crucial role in the system. They can
access only those documents for which students or universities have granted

permission for viewing.

* They can scan the QR code of the document to obtain details about the document’s

originality, integrity, and authenticity.

* During the hiring process, companies can also up load documents provided by

the student to verify their authenticity and check the verification status

d) Owner: The owner manages the registration of universities and companies to

prevent the inclusion of fake entities by verifying their legal government documents

Process: Users start by signing up and logging into the website “Doqfy”. Ethers.js
seamlessly connects the site with Metamask and the smart contract, ensuring a smooth
integration between the user’s account, their Metamask wallet, and the underlying

blockchain-based smart contract functionality.

e First student selects the university and upload the document that document is send
to ipfs through node.js and ipfs return the ipfs hash or cid which is unique for each

document then this hash, student address, selected university address and
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documentld generated by system is send to Ethereum smart contract function
upload Document which creates a mapping of document with documentld and
stores this information in blockchain.

e Second university get request for verification of document then they select the
document which they want to verify then upload the original copy of document that
they have and click on verify, then again document is send to ipfs, it returns the ipfs
hash, then this hash and documentld is send to smart contract function verify
document which checks the hash of student uploaded document and original
university document hash if they both match then verification status is updated to
true.

e Third Company can upload the document uploaded by student and check its
authenticity by using the same above process or give unique documentld to check
verification status of document, then this id is sent to smart contract function check
status which returns the document verification status true or false depending upon

verified or not.

Student Blockchain
) DoQfy * Transactions
Choose file
: Document verified : Didk: certificate.png
m Successfully Hash: afb28d5fa1923f203f30d801d0fc5194318cdb3181b25dd9297beTiafEf084af
Verified: true
.
University Company
certificate.pr v certificate.pr v IPFS Storage
. .
e T Document is 1: certificate.png

Figure 3.2 System Work Flow
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IMPLEMENTATION

The Implementation involves key components such as the Ethereum blockchain, IPFS
for document storage, smart contract development using Solidity, and interaction with

the Ethereum network using tools like Truffle and ethers.js.

4.1 SMART CONTRACT: A smart contract named DoQfy is deployed on the

Ethereum blockchain. The contract contains a struct named Document to represent
document details, including owner address, university address, IPFS hash, and

verification status. Documents are stored in a mapping named documents By Id with

SPDX -License -Identifier: MIT
pragma solidity ~0.8.1;
contract DoQfy {
struct Document o
address owner;
address universityAddress;
string ipfsHash;
bool wverified;
}
mapping(string => Document) private
documentsById;
event LogPrint(string message);

function uploadDocument (string memory
uniqueId, string memory ipfsHash,
address universityfAddress) public {
Document memory document =
Document ({
owner: msg.sender,
universityAddress:
universitylAddress,
ipfsHash: ipfsHash,
verified: false
Ipl) B
documentsById [uniqueld]=document;
emit LogPrint ("Document uploaded
successfully");

function verifyDocument (string memory
uniqueId, string memory ipfsHash)
publicq
Document storage document =
documentsById [uniquelId];
require(keccak256(abi.encodePacked
(document .ipfsHash)) == keccak25b6
(abi.encodePacked(ipfsHash)),
"Fake document");
document .verified = true;
emit LogPrint ("Document verified
successfully");
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unique documentld. Events, such as Log Print, are emitted to signify successful

transactions.

4.2 IPFS INTEGRATION: The IPFS client is utilized to pin documents on the
IPFS network. Files are added to IPFS, and the resulting CID (Content Identifier) or

hash is returned.

const ipfs = create({
hoat: "localhost",
protocol: "http",
port: 5001,

1

const result = await ipfs.add(file, {
pin: true,

1

return result.cid.toString();

4.3 ETHERS.JS AND CONTRACT INTERACTION: Leveraging the

Ethers.js library enables communication with the Ethereum blockchain. A signer is
acquired through MetaMask or equivalent providers. The instantiation of the DoQfy

smart contract involves supplying the contract address and Application Binary Interface

(ABI).

const userSigner = new ethers.providers.Web3Frovider(window.ethereum).
getSigner();

const smartContract = new ethers.Contract(contractiddress, contractlbi,
userSigner) ;

const userfccounts = await window.ethereum.request({ method:
eth_requesticcounts' 1});

const transactionl = await contract.uploadDocument (uniqueld, ipfsHash,
universityAddress, { from: userAccounts[0] }); await transaction.wait
;3

const transaction2 = await contract.verifyDocument (uniqueld, ipfsHash, {
from: userAccounts[0] }); await tramnsaction.wait();

const transaction3 = await contract.checkStatus(uniqueId, { from:
userficcounts[0] }); return transaction3;

4.4 USER AUTHENTICATION: User registration and login are securely
managed using MongoDB and Node.js, providing a robust backend for the DoQfy

platform. This implementation guarantees a secure and scalable document verification

system by integrating blockchain and IPFS technologies effectively.
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RESULT AND DISCUSSION

5.1 AUTHENTICATION: Users begin by selecting their role and registering
using their email and password. Additionally, the Metamask account address is

automatically fetched and set during registration

Pages / Authentication

Login o
& @

Email

yash@gmail.com

Password

Wallet Address

0x3992d518a61c16f37765a8aae1f96f1e3700a567

Otp

Screenshot 5.1 Authentication page
5.2 OWNER: The owner is responsible for verifying university and company

registrations. After successful verification, universities or companies can commence

their respective operations.

Pages / Qwner

4 2678ETH
Owner o

@  Oxccbfcc2eallf018328072a447bd9e66711283b73 {2}

Verify or Un-Verify University Universities
0x3992d518A61C16F37765A822E 1196 1E3700A567 v Q
Verify SN Universities Verified
1 0x3392d51BAB1C16F3TTES... o

@ Google Chrome

Screenshot 5.2 Owner Page
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5.3 STUDENT: Students choose their university, upload the document, and confirm

the Meta mask transaction from their account. The document is then sent to the

university for verification.

Pages / Student

Student

IB 0x4c351602b%a2d34122b3cfb09fe3eb2cTe74f26c

Upload Document

0x3992d518A61c16F37765A82ak1f96f1E3700A567

;5

Upload Files

Upload

®

4 19.76ETH °

Transaction Details

DOCUMENT:

™:

FROM:

TO:

NOMNCE:

IPFS CID:

IPFS LINK:

eebda520-5173-4964-b821-1eebcIb95f79

0:c4d12f700d080448d769e9232835a29630bd21503391
3b4c170f57c99d3b1edfd

0x4C351602B9a2d34122b3CFb09Fe3e62CTET4f26C
(0x5534FC7472528B4b136234B2733823629171D471

65

QmRwDEkWaQiNgNInfTk99jwXHugNXLchCoouomFil
pAHh4

http://localhost:8080/ipfs/ipfs_cid

Screenshot 5.3 Student Page

5.4 UNIVERSITY: Universities select the document for verification, upload the

original copy, and click "verify." If both documents match, the verification status is set

to true.

Pages / University

University

E 0x3992d518a61c16f37765a8aae1f96f1e3700a567

Verify Document

eebda520-517a-4964-b821-1eebc9b95f79

1

Upload Files

m

4 19.79ETH o

M University Status &

B MetaMask Notification - m| X

Estimated gas fee @

Site suggested

Total

Amount + gas fee

CUSTOM NONCE

Reject

EDIT -

$3.14 0.001402 ETH
Max fee: 0.00140164 ETH

§3.14 0.00140164 ETH
Max amount: 0.00140164 ETH

N

Screenshot 5.4 University Page
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5.5 COMPANY:: Companies have two options: they can either scan the QR code or

upload the document submitted by the student to check the authenticity and verification

status of the document.

Pages / Company

Company

4 19.92ETH

B Oreasae0e786c820101274696410367c54b5 12768k B Company Status @

Check & Verify Document Document Status

2e6da520-517a-4964-b821-1eebcgbosire

Check & Verify

Document is Valid & Verified

DOCUMENT: ee6da520-517a-4964-b821-1eebc9b95f79

DTTtf92e10goRTHY7DHAGF

Screenshot 5.5 Company Page

f STUDENT: Dx4C351602B9a2d347122b3CFb09Fe3e62CTEFAREC
— UNIVERSITY:  (%3992d518A61c16F37765ABaal 1196F1E3700A567
Upload Files
1PES CID- OmfDYdjeuQGXKCDYADIHadDTTjf92e10goRTHY7DHA
GF
IPES LINK: http//localhost:8080/ipfs/QmfDYdjeuQGXKCDY4DiHad)

5.6 RESULT: The result is a verified document with a QR code embedded on it.

Hesults - Winter 2020
FOUR YEAR B.E SEMESTER : FIRST{OGS)

Name : YASH KUMAR SUGANDHI

College & Code :  [0]312-Shri Sant Gajanan Maharaj Engineering College, SHEGAON

Subject | Paper | Max Marks | Marks Scored | Grade Point | Grade | Remarks
ENGINEERING MATHEMATICSH THRonY o = 10 AR
THEORY L 80
ENGINEERING PHYSICS LA o e 1w AR
THEORY 80 53
[ENGINEERING MECHANICS LA, 20 2 L] AB
THECORY 80 a0
[COMPUTER PROGRAMMING LA, 20 20 10 Ak
PRACTICAL 25 20
WORKSHOP PRACTICE LA{PRAC) 2% 2 ] AB
PRACTICAL s Ex
ENGINEERING PHYSICS-Lab LAPRAS) 2 b 0 AR
PRACTICAL 25 22
[ENGINEERING MECHANICS-Lab LA(PRAC) ag a0 9 AB
PRACTICAL 25 2
(COMPUTER PROGRAMMING-LABORATORY | C'e 0 o o n n An
Max Marks : 600 Result : PASS SGPA : 9.69
11845 11954 11955- 11988-
1aae Tra4r. 1sescomputer 1953 COMPUTER
PHYSICS- MECHANICS-  PROGRAMMINI
! PHYSICE  MECHANICS pracice [H] b ABORATORY

Date of declaration: 16-07-2021

@= Passes by incentive marks vide ordinance no. 1 of 1985

“s Passes by Grace Marks vide Ordinance no. 18 of 2001

**= Passes by condonation marks vide ordinance no. 18 of 2001

“Sant Gadge Baba Amravati University, Amravati is not responsible for any inadvertent error that may have incepty
duse to i and bugs in the result being published on net.

The ResultMarks statement published on net are for immediate infermation to the Student” Original mark sheets
have been issued by the University via respective colleges and only these Marks statement i considered as Authentic for any
purpose.”

eebda520-517a-4964-b821-1eebcObB5f79

Screenshot 5.6 Verified Document
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5.7 GAS USAGE METRICS: In the Ethereum ecosystem, gas fees are a critical

aspect of executing transactions and interacting with smart contracts. Computational

effort on the Ethereum network is measured in units referred to as Gas.

In the Ethereum smart contracts context, gas functions as a unit representing the
computational resources essential for executing operations. For the "upload Document’
function, the gas used is 270,035 units, reflecting the computational effort involved in
executing this particular smart contract function. The gas price, set at 20 Gwei
(20,000,000,000 Wei, a smaller denomination of Ether), determines the cost per unit of
gas. The gas limit, also set at 270,035 units, represents the Doqfy: Digital Document
Verification using Blockchain and IPFS.

Table I: Upload Document Gas Cost
Gas Used Gas Cost Gas Fee
270035 20Gwei 0.005401 Eth

maximum amount of gas allowed for the function. In this case, the gas fee for executing
"upload Document’ is calculated by multiplying the gas used (270,035) by the gas price
(20 Gwei), resulting in a fee of 0.005401 ETH.

Table II: Verify Document Gas Cost

Gas Used Gas Cost Gas Fee
70082 20Gwei 0.00 Eth

Similarly, for the ’verify Document’ function, the gas used is 70,082 units, reflecting
the computational resources expended during execution. The gas price remains at 20
Gwel, and the gas limit is 70,082 units. Consequently, the gas fee for *verify Document’
is calculated as the multiplication of the gas (70,082) and the price of gas (20 Gwei),
resulting in a fee of 0.001402 ETH. These gas parameters, including gas used, gas price,
and gas limit, collectively determine the cost and resource allocation associated with

executing specific functions on the Ethereum blockchain
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CONCLUSION

6.1 CONCLUSION

The primary advantage of Blockchain lies in its capability to generate immutable
records. This feature ensures a transparent and secure system. The system automates
certificate generation, reducing manual work for verification. This not only minimizes
the risk of students losing certificates but also enhances data security. Hash values of
certificates find their storage in the blockchain, while the primary documents are
maintained within the InterPlanetary File System (IPFS), ensuring data preservation
and transparency. Traditional document verification for employment is both costly and
time consuming, often relying on third parties. The paper illustrates how blockchain
technology eliminates these challenges. Implementing such a system can significantly

reduce fraud related to work history, offering a more reliable solution for companies.

6.2 FUTURE SCOPE

In the future, blockchain-based document verification is poised to revolutionize various
industries with advancements in interoperability, privacy, and Al integration. Expect
streamlined exchange of verified documents across platforms, bolstered by zero-
knowledge proofs and advanced encryption for heightened security. Al algorithms will
enhance fraud detection, while decentralized identity management systems will
empower individuals to control their digital identities securely. This technology will
expand beyond education and employment verification, reaching into healthcare,
supply chain management, and legal documentation. Governments will increasingly
adopt blockchain for public services, supported by regulatory frameworks ensuring
compliance and consumer protection. User-centric design will prioritize intuitive
interfaces, making document verification processes accessible and efficient. With
sustainability initiatives and ongoing innovation, blockchain-based document

verification will continue to shape a trusted and transparent digital future.
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Abstract—Every year, millions of students enroll in Indian
higher education institutions, generating numerous certificates
such as marksheets, certificates, appreciation cards, and diplo-
mas throughout their academic journey. For admissions or job
applications, students are required to submit these documents
to institutes or companies. However, manually tracking and
validating the authenticity of these certificates becomes a tedious
task. In the era of AI tools and smart editing technologies,
the risk of modifying scores on scorecards or forging someone
else’s documents has increased. Manual document verification is
not only time-consuming but also incurs paper costs and poses
challenges to managing old records. There is a pressing need
to address this issue and streamline the document verification
process, ensuring confidentiality, reliability, and data availability.
This paper suggests creating a verification system based on
blockchain technology aimed at preserving data integrity. The
system involves three key entities: the student, the university,
and the company. The student initiates the verification process
by uploading the document, and the university validates it by
uploading the original document they possess. If the hash values
match, the document is considered verified, and a QR code is
embedded for easy sharing and verification status checks by
companies. The advantages of such a system include reduced
risk for students of losing or damaging certificates and sim-
plified certificate validation procedures. This blockchain-based
approach enhances the security, efficiency, and integrity of the
document verification process.

Index Terms—blockchain, manual verification, QR code, con-
fidentiality, reliability, data availability

I. INTRODUCTION

In India, the basic cycle of education involves students
being promoted to higher classes each year. After completing
higher secondary education, students seek admission to junior
college. For undergraduate education, there is yet another tran-
sition to a different college, and some may pursue postgraduate
studies or opt for job placements.

However, a significant challenge arises as students need to
present all their certificates at each stage for validation. This
manual verification process becomes tedious for validators,

Pratik Ganesh Ekhande
Computer Science and Engineering Department
Shri Sant Gajanan Maharaj College of Engineering
Shegaon, India
ekhandepratik123 @ gmail.com

Smita Bansod
Information Technology Department
Shah And Anchor Kutchhi Engineering College
Mumbai, India
smita.bansod @sakec.ac.in

requiring them to meticulously check each document detail
against the original copies they maintain. Moreover, this
process involves record-keeping and incurs paper costs.
Another concern is the counterfeiting of documents, which is
prevalent at a mass level. In India, obtaining a white-collar
job without academic credentials is nearly impossible, leading
some students with lower scores to resort to illegal means.
Various methods are employed, including:

1) Degree Mills: Where fake degrees are generated and sold
to clients.

2) Modified Documents: Involving alterations to original
documents, such as changes in name or scores.

3) In-House Produced: Involving the creation of fake doc-
uments with the assistance of corrupt officials within
institutions.

Even if the documents are genuine, the traditional verification
process demands the submission of documents to the company,
leading to a waste of time for the student, the university, and
the company.

To address these challenges and mitigate the issues, blockchain
technology emerges as a viable solution. Blockchain ensures
data integrity since the information stored in it cannot be
altered. With this technology, data validation occurs only
when a consensus is reached. Every transaction within the
blockchain is interconnected within a chain, guaranteeing that
all participants possess the most recent ledger version. The
concept of a distributed ledger involves duplicating and storing
transactional data across multiple nodes. Because blockchain
operates as a peer-to-peer network, there’s no reliance on third-
party providers for transaction validation.

This approach to record-keeping ensures resistance to tam-
pering, with each peer retaining a complete ledger copy. The
incorporation of new transactions necessitates consensus from
the majority of peers or compliance with predetermined rules.
This transformative approach not only addresses document



verification challenges but also revolutionizes the process. By
implementing blockchain in the education system, the need
for physical document submission is eliminated. Instead of
conventional approaches, academic certificates and accom-
plishments find secure storage on the blockchain, presenting
a decentralized and transparent method for institutions and
businesses to authenticate their validity. This not only am-
plifies security and operational efficiency but also mitigates
the hazards associated with manual document management,
ensuring a dependable and efficient verification process for all
stakeholders engaged.

II. LITERATURE SURVEY

To address issues in the current document verification
process, the paper proposes a system that automatically
generates and verifies certificates, leveraging decentralized
document storage and record-keeping in an immutable
distributed ledger such as the Ethereum blockchain given
in [1]. This also enhances understanding of blockchain,
transactions, and data storage in interconnected blocks. If
data in any block changes, its hash is altered, indicating
tampering.

Broadly, the system involves three primary stakeholders:
students, universities, and companies as found in [2]. This
paper introduces a significant role, the owner, responsible
for verifying and granting permissions to universities and
companies to eliminate fake registrations.

The encryption algorithm used for data is AES, as proposed
in [3], which also eliminates reliance on centralized systems
for file storage by incorporating decentralized storage, IPFS.
However, a drawback is identified: using the ’"document hash’
as a key, publicly available on the chain, poses challenges in
future larger implementations.

The platform SkillCheck, outlined in [4], awards crypto
tokens to evaluators, relying entirely on blockchain and
employing technologies like Ganache, Truffle, and the
Metamask wallet for transactions, simplifying testing. The
system efficiently manages a large number of students with
minimal teaching staff.

A potential cost concern arises if documents are converted
into binary and stored on the blockchain compared to the
current centralized system. Paper [5] proposes an alternative,
suggesting storing documents in a decentralized manner using
IPFS, enhancing data resilience and accessibility by breaking
files into smaller chunks distributed across a node network.
Each file is referenced using content-based addressing,
reducing dependence on servers compared to traditional
storage systems.

By combining the insights from all these references, a
system can be built that utilizes decentralized storage (IPFS)
and the Ethereum blockchain for the verification of document

identity, as detailed in [6].
This paper addresses the problems and drawbacks identified
in the previously proposed methodologies

III. PROPOSED METHODOLOGY
A. Modules

1) Blockchain: is like a steady digital ledger, forming the
heart of the project. It creates a reliable space where all
actions are visible and impossible to change.

2) Ethereum: is a decentralized blockchain platform en-
abling smart contracts and decentralized applications
(DApps). Smart contracts are self-executing contracts
with encoded terms, facilitating trustless and auto-
mated transactions on the Ethereum network. Solidity
is Ethereum’s programming language for creating smart
contracts, defining their logic and behavior.

3) IPFS: (InterPlanetary File System) is a peer-to-peer pro-
tocol designed for decentralized file storage and sharing.
It operates on a distributed network, utilizing content-
based addressing to locate files efficiently.

4) Ganache: is a local blockchain development environment
that allows developers to test and deploy Ethereum
smart contracts on a personal blockchain. It provides a
user-friendly interface for simulating various blockchain
scenarios and interactions.

5) Truffle: streamlines the compilation, linking, deploy-
ment, and binary management of Solidity smart con-
tracts.

6) MetaMask: is a popular cryptocurrency wallet and
browser extension that enables users to interact with
decentralized applications (DApps) on the Ethereum
blockchain.

7) Ethers.js: is a JavaScript library for Ethereum develop-
ment, facilitating smart contract interactions and wallet
management. It simplifies blockchain transactions, mak-
ing it popular among developers for building decentral-
ized applications (DApps) with ease and efficiency.

8) React: is employed for building the frontend, offering
users a seamless experience with features like smooth
page switches, fast loading and added features for extra
security, compiling and storing HTML pages in the
backend without revealing details to users.

9) Node.js: is a server-side JavaScript runtime environment
that facilitates the execution of JavaScript code outside
the browser, enabling efficient and scalable web applica-
tion development. It is recognized for its non-blocking,
event-driven architecture, enhancing the responsiveness
of applications.

MongoDB: is a versatile NoSQL database, storing data

in a flexible, document-oriented format. It is favored

for its scalability and efficiency in handling diverse data

types.

10)

B. Project Description

To address existing flaws in current verification methods,
this system introduces an automatic certificate verification



process, complemented by QR codes for seamless sharing and
validation. This ensures authenticated, reliable, and unalterable
data. The following sections provide an in-depth explanation
of the system design and functionality
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Fig. 1. User Interaction

1) Working: This approach streamlines the verification of
document authenticity, guaranteeing both integrity and origi-
nality through the utilization of technologies like blockchain
and IPFS. The Fig. 1 illustrates how users engage with smart
contracts, involving the following participants:

a) Student: The student initiates the process by selecting
their university from a list and uploading the document
they wish to verify. Upon completion, the student re-
ceives a documentld for reference.

b) University: The university acts as a Certificate Verifying
Authority

o For former students who are not part of the new
system: University officials handle the verification
process by selecting the document submitted by the
student and uploading the original digital copy they
possess. The system verifies the data by matching
both documents, ensuring authenticity, and updates
the status to verified if data matches.

o For new students: the university simplifies the pro-
cess by directly generating verified documents be-
fore handing them to students. This eliminates the
need for students to undergo additional verification
steps.

After verification, an email is sent to the student, includ-
ing the documentld, hash, and a QR code embedded in
the document for easy reference and validation.

¢) Company: Companies, as end-users, play a crucial role
in the system. They can access only those documents for
which students or universities have granted permission
for viewing.

e They can scan the QR code of the document to
obtain details about the document’s originality, in-
tegrity, and authenticity.

o During the hiring process, companies can also up-
load documents provided by the student to verify
their authenticity and check the verification status

d) Owner: The owner manages the registration of univer-
sities and companies to prevent the inclusion of fake
entities by verifying their legal government documents.

C. System Design
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Fig. 2. System Design

Users start by signing up and logging into the website ’Do-
qfy.”. Ethers.js seamlessly connects the site with Metamask
and the smart contract, ensuring a smooth integration between
the user’s account, their Metamask wallet, and the underlying
blockchain-based smart contract functionality.

First student select the university and upload the document
that document is send to ipfs through node.js and ipfs return
the ipfs hash or cid which is unique for each document then
this hash ,student address ,selected university address and
documentld gernerated by system is send to ethereum smart
contract function uploadDocument which creates a mapping
of document with documentld and stores this information in
blockchain.

Second university get request for verification of document then
they select the document which they want to verify then upload
the original copy of document that they have and click on
verify , then again document is send to ipfs, it return the
ipfs hash , then this hash and documentld is send to smart
contract function verifydocument which checks the hash of
student uploaded document and original university document
hash if they both match then verification status is updated to
true.

Third Company can upload the document uploaded by student
and check its authenticity by using the same above process
or give unique documentld to check verification status of
document, then this id is send to smart contract function
checkstatus which returns the document verification status true
or false depending upon verified or not.

IV. IMPLEMENTATION DETAILS

The implementation involves key components such as the
Ethereum blockchain, IPFS for document storage, smart con-
tract development using Solidity, and interaction with the
Ethereum network using tools like Truffle and ethers.js.

A. Smart Contract

A smart contract named DoQfYy is deployed on the Ethereum
blockchain. The contract contains a struct named Document
to represent document details, including owner address, uni-
versity address, IPFS hash, and verification status. Documents
are stored in a mapping named documentsByld with unique



document IDs. Events, such as LogPrint, are emitted to signify
successful transactions.

//SPDX-License-Identifier:
pragma solidity "0.8.1;
contract DoQfy {
struct Document {
address owner;
address universityAddress;
string ipfsHash;
bool verified;

MIT

}

mapping (string => Document)
documentsById;

event LogPrint (string message);

private

function uploadDocument (string memory
uniqueld, string memory ipfsHash,
address universityAddress) public {
Document memory document =
Document ({
owner: msg.sender,
universityAddress:
universityAddress,
ipfsHash: ipfsHash,
verified: false
1)
documentsById[uniquelId]=document;
emit LogPrint ("Document uploaded
successfully");

}

function verifyDocument (string memory
uniqueld, string memory ipfsHash)
public{
Document storage document =
documentsById[uniquelId];
require (keccak256 (abi.encodePacked
(document .ipfsHash)) == keccak256
(abi.encodePacked (ipfsHash)),
"Fake document");
document .verified = true;
emit LogPrint ("Document verified
successfully");

}

function checkStatus (string memory

uniqueld)

public view returns (bool) {
Document storage document =
documentsById[uniquelId];
return document.verified;

B. IPFS Integration

The IPFS client is utilized to pin documents on the IPFS
network. Files are added to IPFS, and the resulting CID
(Content Identifier) or hash is returned.

const ipfs = create({
host: "localhost",
protocol: "http",
port: 5001,

1)

result = await ipfs.add(file, {

true,

const
pin:
1)

return result.cid.toString();

C. Ethers.js and Contract Interaction

Leveraging the FEthers.js library enables communication
with the Ethereum blockchain. A signer is acquired through
MetaMask or equivalent providers. The instantiation of the
DoQfy smart contract involves supplying the contract address
and Application Binary Interface (ABI).
const userSigner = new ethers.providers.Web3Provider

(window.ethereum) .getSigner () ;
const smartContract = new ethers.Contract (

contractAddress, contractAbi, userSigner);
const userAccounts = await window.ethereum.request ({

method: 'eth_requestAccounts' 1});
const transactionl = await contract.uploadDocument (
uniqueld, ipfsHash, universityAddress, { from:

}); await transaction.wait ();

const transaction2 = await contract.verifyDocument (
uniquelId, ipfsHash, { from: userAccounts[0] });
await transaction.wait();

userAccounts[0]

const transaction3 = await contract.checkStatus(
uniqueId, { from: userAccounts[0] }); return
transaction3;

D. User Authentication

User registration and login are securely managed using
MongoDB and Node.js, providing a robust backend for the
DoQfy platform.

This implementation guarantees a secure and scalable doc-
ument verification system by integrating blockchain and IPFS
technologies effectively.

V. RESULTS AND DISCUSSIONS

Following are some of the implementation results:

A. Registration

Users begin by selecting their role and registering using
their email and password. Additionally, the Metamask account
address is automatically fetched and set during registration

@ ©

Emai

student@gmail.com|

Password

Wallet Address

0x4c351602b9a2d34122b3cfb09fe3eb2c7eT4f26¢

Login

Fig. 3. Registration Page



B. Owner

The owner is responsible for verifying university and com-
pany registrations. After successful verification, universities or
companies can commence their respective operations.
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Fig. 4. Owner Page

C. Student

Students choose their university, upload the document, and
confirm the Metamask transaction from their account. The
document is then sent to the university for verification.
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Fig. 5. Student Page

D. University

Universities select the document for verification, upload the
original copy, and click “verify.” If both documents match, the
verification status is set to true.

[ —
University SASEED o

B} 0.3992051026116F7765 20220 196123700567 1 University Status @

B MecaMack Netifcation - o x
Verify Document Forr

ated gaz fee © $3.16 0.001402 ETH
cested Max fee: 0.001401¢4 CTI |

00602520 5173 4964 bB21 10cbcIbISTTS -

s

Upload Files

53¢ 0.00140164 ETH
i 000140144 FTH

CUSTOM NONCE
only POF file d

= =

E. Company

Companies have two options: they can either scan the QR
code or upload the document submitted by the student to check
the authenticity and verification status of the document.
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FE Result

The result is a verified document with a QR code embedded
on it.
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G. Gas Usage Metrics

In the Ethereum ecosystem, gas fees are a critical aspect
of executing transactions and interacting with smart contracts.
Computational effort on the Ethereum network is measured in
units referred to as Gas. When users initiate transactions or
engage with smart contracts, they must pay a corresponding
gas fee, denominated in Ether (ETH), to compensate network
miners. This fee varies based on the complexity of the oper-
ation and network demand.

TABLE I
UPLOADDOCUMENT GAS COST

Gas Used
270035

Gas Cost
20 Gwei

Gas Fee
0.005401 Eth

In the Ethereum smart contracts context, gas functions
as a unit representing the computational resources essential
for executing operations. For the 'uploadDocument’ function,
the gas used is 270,035 units, reflecting the computational
effort involved in executing this particular smart contract
function. The gas price, set at 20 Gwei (20,000,000,000 wei,
a smaller denomination of Ether), determines the cost per unit
of gas. The gas limit, also set at 270,035 units, represents the
maximum amount of gas allowed for the function. In this case,
the gas fee for executing 'uploadDocument’ is calculated by
multiplying the gas used (270,035) by the gas price (20 Gwei),
resulting in a fee of 0.005401 ETH.

TABLE 11
VERIFYDOCUMENT GAS COST

Gas Used
70082

Gas Cost
20 Gwei

Gas Fee
0.001402 Eth

Similarly, for the ’verifyDocument’ function, the gas used is
70,082 units, reflecting the computational resources expended
during execution. The gas price remains at 20 Gwei, and
the gas limit is 70,082 units. Consequently, the gas fee for
‘verifyDocument’ is calculated as the multiplication of the
gas (70,082) and the price of gas (20 Gwei), resulting in
a fee of 0.001402 ETH. These gas parameters, including
gas used, gas price, and gas limit, collectively determine the
cost and resource allocation associated with executing specific
functions on the Ethereum blockchain

VI. CONCLUSION

The primary advantage of Blockchain lies in its capability
to generate immutable records. This feature ensures a trans-
parent and secure system. The system automates certificate
generation, reducing manual work for verification. This not
only minimizes the risk of students losing certificates but
also enhances data security. Hash values of certificates find
their storage in the blockchain, while the primary documents
are maintained within the InterPlanetary File System (IPFS),
ensuring data preservation and transparency.

Traditional document verification for employment is both
costly and time-consuming, often relying on third parties.
The paper illustrates how blockchain technology eliminates
these challenges. Implementing such a system can significantly
reduce fraud related to work history, offering a more reliable
solution for companies.
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